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A network is any collection of independent com-
puters that communicate with one another over a
shared network medium. A computer network is a col-
lection of two or more connecied computers. When
these computers are joined in a network, people can
share files and peripherals such as modems, printers,
tape backup drives, or CD-ROM drives. When net-
works at multiple locations are connected using ser-
vices available from phone companies, people can send
e-mail, share links to the global Internet, or conduct
videoconferences in real time with other remote us-
ers. As companies rely on applications like electronic
mall and database management for core business op-

erations, computer networking becomes increasingly |

more important.
Every network includes :

© At least two computers Server or Client work-
station.

o Networking Interface Card's {NIC)

@ A connection medium, usually a wire or cable,
although wireless communication between net-
worked computers and peripherals is also pos-
sible.

© Network Operating system software, such as
Microsoft Windows NT or 2000, Novell NetWare,
Unix and Linux.

TYPES OF NETWORKS
LANS (LOCAL AREA NETWORKS)

A network is any collection of independent com-
puters that commmunicate with one another over a
shared network medium. LANs are networks usually
confined to a.geographic area, such as a single build-
Ing or a college campus. LANs can be small, linking
as few as three computers, but often link hundreds
of computers used by thousands of people. The devel-
opment of standard networking protocols and media
has resulted in worldwide proliferation of LANs
throughout business and educational organizations,

WANS (WIDE AREA NETWORKS)

Wide area networking combines multiple LANs
that are geographically separate. This is accomplished
by connecting the different LANs using services such
as dedicated leased phone lines, dial-up phone lines
{(both synchronous and asynchronous), satellite links
and data packet carrier services. Wide area network:
Ing can be as simple as a modem and remote access
server for employees to dial Into; or it can be as com-
Pplex as hundreds of branch offices globally linked us-
Ing special routing protocols and filters to minimize
the expense of sending data sent over vagt distances,

| to military and academic
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INTERNET

The Internet is a system of llinked networks that
are worldwide in scope and facilitate data commun;.
cation services such as remote,login, file transfer, elec.
tronic mail, the World Wide Web and newsgroups,
With the meteoric rise In demand for connectivity, the
Internet has become a communications highway for
millions of users. The Internet was initially restricted
institutions, but now it js
a full-fledged conduit for any and all forms of mf‘?‘"
mation and commerce. Internet websites now provide
personal, educational, political and economic re-
sources to every corner of the planet.

INTRANET

With the advancements made in browser-based
software for the Internet, many private organizations
are implementing intranets. An intranet is a private
network utilizing Internet-type tools, but available
only within that organization. For large organizations,
an intranet provides an easy access mode to corpo-
rate information for employees.

MANS (METROPOLITAN AREA NETWORKS)

A metropolitan area network (MAN) is a computer
network that usually spans a city or a large campus.
A MAN usually interconnects a number of local area
networks (LANs) using a high-capacity backbone tech-
nology, such as fibres-optical links, and provides up-

link services to wide area networks (or WAN) and the
Internet,

VPN (VIRTUAL PRIVATE NETWORK)

. VPN uses a technique known as tunneling to
ransfer data securely on the Internet to a remote ac-

CesS server on your workplace networl
helps you save bl

mit 8s many signals as possible
hme ]a f;ieg perlod using a single commg::nicatim{; chan-
as'l}m,dng]n:puter networks, multiplexing (also known

$ a method by which multiple analog mes-
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: Iﬁethbds,'several bits of information can be designated

na single modulation change.
. The data signals being transmitted are normally

" pultiplexed to increase the transmission rate of data |

over the communications channel or to in

cficiency of the channel by allowing mult(i:;?:S Ssglr:
of the same channel multiplexing, A reverse process
gnown as demultiplexing, can extract the originai
channels on the receiver side. A device that performs
the multiplexing is called a multiplexer (MU}{] and a
device that performs the reverse process is c'alled a
demultiplexer (DEMUX). Inverse multiplexing (IMUX)
has the opposite alm as multiplexing, namely to break
ane data stream into several sireams, transfer them
simultaneously over several communication channels
and recreate the original data stream. .

The two methods commonly used to multiplex
communications channels are time-division multiplex-
ing and frequency-division

Time-Division Multiplexing : Time-division mul-
tiplexing (TDM) grants each user full channel capac-
ity, but assigns time slots to each user. Each user is
connected to:a time-division multiplexer. Data signals
from the user are fed to the time-division muitiplexer
buffer, and the time slots are rotated among the us-
ers and scanned for data. The data from each user can
be in the form of bits, bytes, or blocks. The data sig-
nals from all users are compiled into frames for trans-
mission on a single, high-speed communications
channel.

Frequency—Division Multiplexing : Frequency-di-
vision multiplexing (FDM) is inherently an ‘analog
technology. FDM achieves the combining of several
digital signals into one medium by sending signals in
several distinct frequency ranges over that medium.

One of FDM's most common applications is cable
television. Only one cable reaches a customer's home
but the service provider can send multiple television
channels or signals simultaneously over that cable to
all subscribers. Recelvers must tune to the appropri-
ate frequency (channel) to access the desired signal.

PACKET SWITCHING .
] hich mes-

Packet switching refers to protocols in W
sages are broken up into small packets before they are
sent. Each packet i3 transmitted individually acrqﬁs
the net and may even follow different routes to the
destination. Thus, each packet has header mfoﬁ:
tion about the source, destination, packet numb:e .
ing etc, At the destination, the packets are reassemme
into the original message. Most modern ‘V‘."u:le5 es
Networks (WANs) protocols, such as TCP/IP, X.2 a?
Frame Relay are based on packet switching technolo-
fles.

Two basic approaches are COMITION to.
Switching:

Packet
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© Virtual Circuit Packet Switching
@ Datagram Switching

ital sotup phase 1o used to et 0 5 toute bopen

P a route between
the intermediate nodes for all the packets passed dur-
ing the session between the two end nodes. In each
intermediate node, an entry is registered in a table to
indicate the route for the connection that has been
set up. Thus, packets passed through this route can
have short headers, containing only a virtual circuit
identifier (VCI) and not their destination. Each inter-
mediate node passes the packets according to the in-
formation that was stored in it in the setup phase.
In this way, packets arrive at the destination in the
correct sequence and it is guaranteed that essentially
there will not be errors. This approach is slower than
Circuit switching, since different virtual circuits may
complete over the same resources and an initial setup
phase is needed to initiate the circuit. As in Circuit
switching, if an intermediate node fails, all virtual eir-
cuits that pass through it are lost. The most com-
mon forms of Virtual Circuit networks are X.25- and
Frame Relay, which are commonly used for public
data networks (PDN).

Datagram Packet Switching Networks : This
approach uses a different, more dynamic scheme to
determine the route through the network links. Each
packet is treated as an independent entity and its
header contains full information about the destina-
tion of the packet. The intermediate nodes examine
the header of the packet and decide to which node the
packet has to be sent, so that it will reach its desti-
nation. In the decision two factors are taken into ac-
courtt:

o The shortest way to pass the packet to its des-
tination - protocols such as RIP/OSFF is used
to determine the shortest path to the destina-
tion.

o Finding a free node to pass the packet to - in
this way, bottle necks are eliminated, since
packets can reach the destination in alternate
routes. :

Thus, in this method, the packets don't follow a
. pre-established route, and the intermediate nodes (the
routers) don't have pre-defined knowledge of the routes
that the packets should be passed through. Packets
can follow different routes to the destination, and de-
livery is not guaranteed {although packets usually do
follow the same route, and are reliably sent). Due ﬂ:o
the nature of this method, the packets can reach f
destination in & different order than they were ?‘;:rr;
thus they must be gorted at the destination to oy
the original message. This x_approach is time u-:»ztmsS am
ing, since every router has to declde where to [

each packet.
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Computer Networks -

'CATEGORIES OF NETWORK
Network can be divided in to two main catego-

ries :

@ Peer-ta-peer.

@ Server - based.

In peer-to-peer networking there are no dedicated

servers or hierarchy among the computers. All of the
computers are equal and therefore known as peers.

Normally each computer serves as Client/Server and |

there is no one assigned to be an administrator re-
sponsible for the entire network.

Peer-to-peer networks are good choices for needs
of small organizations where the users are allocated
in the same general area, security is not an issue and
the organization and the network will have liinited
growth within the foreseeable future.

The term Client/server refers to the concept of

sharing the work involved in processing data between |

the client computer and the most powerful server com-
puter.

The client/server network is the most efficient
way to provide : .
o Databases and management of applications
such as Spreadsheets, Accounting, Communi-
cations and Document. management.

© Network management,
© Centralized file storage.

The client/server model is basically an implemen-
tation of distributed or cooperative processing. At the
heart of the model is the concept of splitting applica-
tion functions between a client and a server proces-
sor. The division of labour between the different pro-
cessors enables the application designer to place an
application function on the processor that is most ap-
propriate for that function. This lets the software de-
signer optimize the use of processors—providing the
greatest possible return on investment for the hard-
ware. Client/server application design also lets the ap-
plication provider mask the actual location of appli-
cation function. The user often does not know ‘where
a specific operation is executing. The entire function
may execute in either the PC or server, or the func-
tion may be split between them. This masking of ap-
plication funection locations enables system
implementers to upgrade portions of a systefn over
zirr:goﬁth aﬁ 5nin:lrnum disruption of application op-
hardwar;eani (frl;?::;é;ing the investment in existing

The OSI Model ;
(0S]) reference model

- dard
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hardware and software work together in a layered fash.
ion to make communications possible. It also helpg
with trouble shooting by providing a frame of refer.
ence Lhat describes how components are supposed to

{ function.

There are seven to get familiar with and these are
the physical layer, data link-layer, network layer, trans.
port layer, session layer, presentation layer, and the
application layer.

Physical Layer, is just that the physical parts of
the network such as wires, cables, and there media

along with the length. Also this layer takes note of
the electrical signals that transmit data throughout

sysieni

Data Link Layer, this layer is where we actually
assign meaning to the electrical signals in the net-
work. The layer also determines the size and format
of data sent to printers, and other devices. Also I don't
want to forget that these are also called nodes in the
network. Another thing to consider in this layer is will
alse allow and define the error detection and correc-
tion schemes that insure data was sent and received.

Network Layer, this layer provides the definition
for the connection of two dissimilar networks.

-Transport Layer, this layer allows data to be bro-
ken into smaller packages for data to be distributed
and addressed to other nodes (workstations).

Session Layer, this layer helps out with the task to
carry information from one node (workstation) to an-
other node (workstation). A session has to be made be-
fore we can transport information to another computer.

Presentation Layer, this layer is responsible to
code and decode data sent to the node. )

Application Layer, this layer allows you to use
an application that will communicate with say the op-
eration system of a server, A good example would be
using your web browser to interact with the operat-
ing system on a server such as Windows NT, which
in turn gets the data you requested.

. NETWORK ARCHITECTUF
ETHE CTURES

Ethernet is the most popular i

{{echnc_)logy in use today. f?thlér L&}g;;%;gfgéﬂ
h :ﬁari:?ﬁD Pr‘)e;;‘,taﬁ;glneg]let. Fiber Distributed Data In-
and LocalTalk. Ethemeﬁlslous e
a goud_ balance between Speed, cost and ease of in-
sta]lapon. These benefits, combined with wide accep*
tance in the computer marketplace and the ability t0
support virtually all pPopular network protocols, make
Ethernct an ideal networking technology for most com-
puler users today. The Institute for Electrical and
Electronic Engineers ([EEE) defines the Ethernet stan

as IEEE Slandard 802.3. Thys standard defines
rules for configuring an Ethernet network as well a%

2 v s
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sbeclfyhlg_ how elements in an Ethernet network in-
teract with one another. By adhering to the IEEE stan-

dard, network equipment and network protocols can |

communicate efficiently.,
FAST ETHERNET

For Ethernet networks that need hi :
A gher transmis-
sion speeds, the Fast Ethernet standard (IEEE 802.3:]

has been established. This standard raises the Ef ‘
7 hernet
speed limit from 10 Megabits per second (Mbps) to 100 |

Mbps with only minimal changes to the existing cable
structure. There are three types of Fast Ethernet:
100BASE-TX for use with level 5 UTP cable, IOOBASE:
FX for use with fiber-optic cable, and 100BASE-T4
which utilizes an extra two wires for use with level 3
UTP cable. The 100BASE-TX standard has become the
most popular due to its close compatibility with the
10BASE-T Ethernet standard. For the network man-
ager, the incorporation of Fast Ethernet into an exist-
ing configuration presents a host of decisions. Manag-
ers must deterrnine the number of users in each site
on the network that need the higher throughput, de-
cide which segments of the backhone need to be
reconfigured specifically for 100BASE-T and then
choose the mecessary hardware to connect the
100BASE-T segments with existing 10BASE-T seg-
ments. Gigabit Ethernet is a future technology that
promises a migration path beyond Fast Ethemnet so
the next generation of networks will support even higher
data transfer speeds.
TOKEN RING
Token Ring is another form of network configura-
tion which differs from Ethernet in that all messages
are transferred in a unidirectional manner along the
ring at all times. Data is transmitted in tokens, which
are passed along the ring and viewed by each device.
When a device sees a message addressed to it, that
device copies the message and then marks that mes-

sage as being read. As the messag
the ring, 1 ‘ age makes its way along
notes t.%mt eventually gets back to the sender who now

the message was received by th
device. The sender can then remove thg m:s::;gzn:sg
free that token for use by others. Various PC vendors
have been proponents of Token Ring networks at dif-
ferent times and thus these types of networks have
been implemented in many organizations.

FDDI

FDDI (Fiber-Distributed Data Interface) is a stan-
dard for data transmission on fiber optic lines in a
local area network that can extend in range up to 200
km (124 miles). The FDDI protocol is based on lhe
token ring protocol. In addition to being large geo-
graphically, an FDDI local area network can support
thousands of users.

PROTOCOLS

Network protocols are standards that allow com-
puters to communicate. A protocol defines how com-
puters identify one another on a network, the form
that the data should take in transit, and how this
information is processed once it reaches its final des-
tination. Protocols also define procedures for handling
lost or damaged transmissions or “packets.” TCP/IP
(for UNLX, Windows NT, Windows 95 and other plat-
forms), IPX (for Novell NetWare), DECnet (for network-
ing Digital Equipment Corp. computers), AppleTalk (for
Macintosh computers), and NetBIOS/NetBEUI {for LAN
Manager and Windows NT networks) are the main types
of network protocols in use today.

Although each network protocol is different, they
all share the same physical cabling. This common
method of accessing the physical network allows mul-
tiple protocols to peacefully coexist over the network
media, and allows the builder of a network to use com-
mon hardware for a variety of protocols. This concept
is known as “protocol independence,”

Some Important Protocols and their job :

Its Job

Protocol Acronym
‘Point-To-Point TCP/IP
Transmission Control Protocol/ TCP/IP
internet Protocol |
Internetwork Package Exchange/ IPX/SPX
Sequenced Packet Exchange
NetBIOS Extended User Interface NetBEUI
File Transfer Protocol FTP
Hyper Transfer Protocol HTTP
Network File Services NFS
Simple Mail Transfer Protocol SMTP
Telnet

The backbone protocol of the internet, Popular also
for intranets using the internet

The backbone protocol of the internet. Popular
also for intranets using the internet

This is a standard protocol for Novell Network
Operating System

This {s & Microsoft protocol that doesn't support
routing to other networks

Used to send and receive files from a remote host
Used for the web to send documents that are en-
coded in HTML, 7
Allows network nodes or workstations to access flles
and drives as if they were their own.

‘ 'work
Used to send Email over a networ
Used to connect to & host and emulate a terminal

that the remote server can recognize
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loe-116 - STP) : Is more commen

' . ' 1ded Twisted Pair (8TP !

INTRODUCTIONTOTGMP NETWORKS hlgh?:;:éd networks. The biggest differcnc‘e you wij

TCP/IP-based networks play an increasingly im- | _ = “ipe UTP and STP is that the STP use's metallj
portant role in computer networks. Perhaps one réa- | .14 yrapning to protect the wire from interference,

N
i

b

ir- i ‘ ‘ d on an open | Ise to note about these cablesig thay ;
i son for their appeal is that they are base o Something € |
specification that is not controlled by any vendor. they are defined in M mmbers also. The bigger the
! WHAT IS TCP/IP? number the better the protecﬂ?;il t}ffom;ntetr;er'
: o nolie
TCP stands for Transmission Control Protocol and ence. Most gzﬁz'?‘rgiss?n%iltdrggomende ;5 an |
IP stands for Internet Protocol. The term TCP/IP is not | a CAT 3 an O 5 bt connectors. This ;
limited just to these two protocols, however. Fre- o Now w(? reed to kno d} Do st likely noey |
quently, the term TCP/IP is used to refer to a group pretty important zin yThis 's the cousin of f
of protocols related to the TCP and IP protocols such the RJ-45 conrector. T o roat simlar s
as the User Datagram Protocol (UDP), File Transfer phone jack connector;z} e Diegen Most oo
Protocol (FTP), Terminal Emulation Protocol (TELNET), the exception that the RJ- ; ' 3
and so on monly your connector are in two flavors and this }
The Orgins o T0P/P: In et 1960s, DARFA, 1o BNC (Bavorey o, CorCaicr o 0
: , inthe |
(the Defense Advanced Research Project Agency) s vsing UTP/STP. ?

United States, noticed that there was a rapid prolifera- ] . L
tion of computers in military communications. Com- Ethernet Cabling : Now to familiarize you with

puters, because they can be easily programmed, provide | more on the Ethernet and it's cabling Wtf;l net;iﬂl;o lock
. flexibility in achieving network functions that is not | at the 10's. 10Base2, is cqnsldercd the jn ermnet, :
available with other types of communications equip- | thinnet, and thinwire which uses light coaxial cable '
k ment. The computers then used in military communi- | to create a 10 Mbps network. The cable segments in :
cations were manufactured by different vendors and were | t’1is network can't be over 185 meters in length. These
designed to interoperate with computers from that ven- | cables connect with the BNC connector. Also as anote
dor only. Vendors used proprietary protocols in their | these unused connection must have a terminator, which |
! communications equipment. The military had a multi | will be a 50-ohm terminator. ;
e vendor network but no common protocol to support the 10Baseb, this is considered a thicknet and is used |
i heterogeneous equipment from different vendors with coaxial cable arrangement such as the BNC con-
Network Cables and Stuff : In the network you | nector. The good side to the coaxial cable is the high-
L will commonly find three types of cables used these | speed transfer and cable segments can be up to 500 .
; zre the, coaxial cable, fiber optic and twisted pair. meters between nodes /workstations. You will typically

- Thick Coaxial Cable : This type cable is usually | S¢¢ the same speed as the 10Base2 but larger cable :
e yellow in colour and used in what is called thicknets, | 1engths for more versatility. :
i and has two conductors. This coax ecan be used in 500- 10BaseT, the “T" stands for twisted as in UTP :
meter lengths. The cable itself is made up of a solid | {(Unshielded Twisted Pair) and uses this for 10Mbps of
center wire with a braided metal shield and plastic | transfer. The down side to this is you can only have
sheathing protecting the rest of the wire. cable lengths of 100 meters between nodes /worksta-

Thin Coaxial Cabie : As with the thick coaxial | DoPS: The good side to this network is they are easy to
cable is used in thicknets the thin version is used in | o UP @nd cheap! This is why they are so common an ;
thinnets. This lype cable is also used called or referred | 9€@1 for small offices or homes. ;
to as RG-58. The cable is really just a cheaper ver- 100BaseT, is considered Fast Ethernet uses STP
sion of the thick cable. . (Shielded Twisted Pair) reaching data transfer of ;

Fiber Optic Cable : As we all know fiber optics 100Mbps. This system is a little more expensive but |

are pretty darn cool and not cheap. This cable is still remains popular as the 10BaseT and cheaper thar
all most other type networks
smaller and can carry a vast amount of information orks. This on of course would be

fast and over long distances. thie (iheap fast version.
\ OBaseF, this littl,

Twisted Pair Cables : These come in two flavours ’ € guy has the advantage of fibef

of unshielded and shielded: ' optics and the F stands for Just that. This arrange”

e e At ke bbb bamnpad sy 12

| ment s alittle more complicated | cont”
Unshielded Twisted Pair (UTP) : This is the most | niectors and NIC's alﬂngpmglehl?l?;j ::}SEIS-:’;;‘;C-:?; net -

popular form of cahl ‘
es‘f form that yowfiéss (i;ﬂ“:i;:ﬁ nﬁmﬁaﬂd Fhe cheap- | worke. Pretty darn neat and not to cheap on the wallel: |
of wires and all fnstd g Instic & as four pairs An important part of designing and installing a®
reason that we o a?i 1: m’tti:dsl;:;ﬂ};n% 'Iheth%g:;t %hemet is selecting the appropriate Ethernet mediut®
‘ protect the ere are fi .
gnnlies fro;n interference from themselves, Each wire is ‘ Thichﬁg;ﬁ%;%“ of media in use today:
Y protected with a thin plastic sheath. thin coax for 10 gg networks,
BASE2 networks,

Carer e e

g g M ity |
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- unshielded twisted pair (UTP) for 10BASE-T net.
“worksand :

: - fiber optic for 10BASE-FL or Fiber-O -
Repeater Link (FOIRL) networks. pic Inter
This wide variety of media reflects the evoluti

] o
pthernet and also points to the technology's ﬂe:dlllsi(;f
ity. Thickwire was one of the first cabling systems used
-in Ethernet but was expensive and difficult to us'e.
This evolved to thin coax, which is easier to work with

Advantages of a Linear Bus Toﬁdlogy

@ Easy to connect a computer or peripheral to a
linear bus.

© Requires less cable length than. a star topol-
ogy.
Disadvantages of a Linear Bus Topology

@ Entire network shuts down if there is a break
in the main cable.

and less expensive,
NETWORK TOPOLOGIES

A network topology is the geometri '
of nodes and cable links in a LEN Therz :gati:'goem
of topology: physical and logical. The physical topol-
ogy of a network refers to the configuration of cables,
computers, and other peripherals. Logical topology 1s
the method used to pass the information between
workstations. '

Issues involving logical topologies are discussed
in the section on protocols. A protocol is a set of rules
that governs the communications hetween computers
on a network. These rules include guidelines that regu-
late the following characteristics of a network: access
method, allowed physical topologies, types of cabling,
and speed of data transfer. '

The most common protocols are :

@ Terminators are required at both ends of the
backbone cable,

© Difficult to identify the problem if the entire
network shuts down.

o Not meant to be used as a stand-alone solu-
tion in a large building.

Star : A star topology is designed with each node
(file server, workstations, and peripherals} connected
directly to a central network hub or concentrator (See
fig. 2).

Data on a star network passes through the hub
or concentrator before continuing to its destination.
The hub or concentrator manages and controls all
functions of the network. It also acts as a repeater
for the data flow. This configuration is common with _
twisted pair cable; however, it can also be used with |
coaxial cable or fiber optic cable, .

The protocols used with star configurations are

¢ Ethernet usually Ethernet or LocalTalk, Token Ring uses a f
© Local Talk similar topology, called the star-wired ring. !
o Token Ring === sesoerinaren ‘
e FDDI

Main Types of Physical Topologies
@ Linear Bus

o Star S ‘ |
@ Star-Wired Ring Concentrator ;
. . . i
o Tree :

Linear Bus : A linear bus topology consists of a
main run of cable with a terminator at each end (See

fig. 1). All nodes (file server, workstations, and periph-

erals) are connected to the linear cable. Ethernet and

LocalTalk networks use a linear bus topology.

SN

Fig.2. Star topology

Advantages of a Star Topology

o Easy to install and wire.

e No disruptions to the network when connect-
ing or removing devices.

o Easy to detect fauits and to remove parts.

Fig. 1 : Linear Bus topology

sy Kiran's Computer Literacy and Knowledge




Wtages of a Star Topology
" © Requires more cable length than
logy.
e ?m?hub or concentrator fatls, nodes attached
are disabled. )
@ More expensive than linear bus topologies be
cause of the cost of the concentrators.

a linear to-
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Fig.3. Star-wired ring topology

Star-Wired Ring - A star-wired ring topology may
nppear {externally} to be the same as a star topology.
Internally, the MAU (multistation access unit) of a

star-wired ring contains wiring that allows informa- |

tion to pass from one device to another in a circle or
ring {See fig. 3}. The Token Ring protocol uses a star-
wired ring topology.

Tree : A tree topology combines characteristics of
linear bus and star topologies, It consists of groups
of atar-configured workstations connected to a linear
pus backbone cable {See fig. 4). Tree topologies allow
for the expansion of an existing network, and enable
schools to configure a network to meet their needs.

| E At : IR SERE

o
e ik

m i, Tree rﬁpobﬂy

Advantages of a Tree Topology |
o Point-to-point wiring for individual segments,
@ Supported by several hardware -and software

venders.

Disadvantages of a Tree Topology

o Overall length of each segment is limited by the
type of cabling used.

o If the backbone line breaks, the entire segment

goes down.

o More difficult to configure and wire than othe;

topologies.

5-4-3 Rule : A consideration in setting up a tree

topology using Ethe
aspect of the Etherne
sent out on the network ¢

et protocol is the 5-4-3 rule. One
t protocol requires that a signal
able reach every part of the
network within a specified length of time. Each con-

centrator or repeater that a signal goes through adds a

small amount of time.

This leads to the rule that be-

tween any two nodes on the network there can only be
a maximum of 5 segments, connected through 4 re-

peaters/concentrators. In addition, only 3 of the seg-
ments may be populated (trunk) segments if they are
made of coaxial cable. A populated segment is one
which has one or more nodes attached to it . In Figure |

4, the 5-4-3 rule is adhered to. The furthest two nodes |

on the network have 4 segments and 3 repeaters/con-
centrators between them.
This rule does not apply to other network protocols |
or Ethernet networks where all fiber optic cablingis used. |
CONSIDERATIONS WHEN CHOOSING A TOPOLOGY |
Money : A linear bus network may be the least .

expensive way to install a network: you do not have to *
purchase concentrators.

Length of cable needed : The linear bus network

uses shorter lengths of cable.
Future growth : With a star topology, expandinga
network is easily done by adding another concentrator. *
Cable type. The most common cable is unshielded |
twisted pair, which 1s most often used with star topologles. ¢
Summary Chart ; :

-

Physical Topology} Common Cabla Common

Linear Bus Coax Twisted Ethernet Local | ;
Pair Fiber Talk

Star Twisted Pair Fiber | Ethernet

| Local Tatk i

Btar-Wircd Ring | Twisted Pair TokenRing | '

Tres Coax Twisted Ethernet "
Pair RMiber

Colllalons 1 Ethernet ia & shared media, 50 ther®

are rules for sending packets of data to avoid conflic® :

and protect data integrity. Nodes determine when ¢ -

network i available for sending packets. It ta posaidi® |
;
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 that two nodes at different locations attempt to send
" data at the same time. When both PCs are transfer-

-ring a packet to the network at the same tim )
sion will result, e, a colli

Minimizing collisions is a crucial element in the
design and operation of networks. Increased collisions
are often the resnlt of too many users on the network
which results in a lot of contention for network band:
width. This can slow the performance of the network
from the user’s point of view. Segmenting the network,
where a network is divided into different pieces joined
together logically with a brid ge or switch, is one way of
reducing an overcrowded network.

ETHERNET PRODUCTS

The standards and technology that have just been
discussed help define the specific products that net-
work managers use to build Ethernet networks. The

following text discusses the key products needed to
build an Ethernet LAN,
TRANSCEIVERS

Transceivers are used to connect nodes to the vari-
ous Ethernet media. Most computers and network in-
terface cards contain a built-in 10BASE-T or 10BASE2
transceiver, allowing them to be connected directly to

Ethernet without requiring an external transceiver. |

Many Ethernet devices provide an AUl connector to
allow the user to conmect to any media type via an
external transceiver. The AUI connector consists of a
15-pin D-shell type connector, female on the computer

side, male on the transceiver side. Thickwire {10BASES) ‘

cables also use transceivers to allow connections.
For Fast Ethernet networks, a new interface called

the MII (Media Independent Interface) was developed |

to offer a flexible way to support 100 Mbps connec-
tions. The MII is a popular way to connect 100BASE-
FX links to copper-based Fast Ethernet devices.
NETWORK INTERFACE CARDS

Network interface cards, commonly referred to as
NICs, and are used to connect a PC to a network. The
NIC provides a physical connection between the net-
working cable and the computer’s internal bus. Differ-
ent computers have different bus architectures; PCI
bus master slots are most commonly found on 486/
Pentium PCs and ISA expansion slots are commonly
found on 386 and older PCs. NICs come in three basic
varieties: 8-bit, 16-bit, and 32-bit. The larger the num-
ber of bits that can be transferred to the NIC, the faster
the NIC can transfer data to the network cable.

Many NIC adapters comply with Plug-n-Play speci-
fications. On these systems, NICs are automatically
configured without user intervention, while on non-
Plug-n-Play systems, configuration is done manually
through a setup program and/or DIP switches.

Cards are available to support almost all network-
ing standards, including the latest Fast Ethernet en-
vironment. Fast Ethernet NICs are often 10/100 ca-
pable, and will automatically set to the appropriate
speed, Full duplex networking is another option, where
& dedicated connection to a switch allows a NIC to
. ' operate at twice the speed. »
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HUBS/REPEATERS '

Hubs/repeaters are used to connect together two

| or more Ethernet segments of any media type. In larger

designs, signal quality begins to deteriorate as segments
exceed their maximum length. Hubs provide the sig-

| nal amplification required to allow a segment to be

extended a greater distance. A hub takes any incoming
signal and repeats it out all ports.

Ethernet hubs are necessary in star topologies such
as 10BASE-T. A multi-port twisted pair hub allows
several point-to-peint segments to be joined into one
network. One end of the point-to-point link is attached
to the hub and the other is attached to the computer.
If the hub is attached to a backbone, then all comput-
ers at the end of the twisted pair segments can com-
municate with all the hosts on the backbone. The num-
ber and type of hubs in any one-collision domain is
limited by the Ethernet rules. These repeater rules are
discussed in more detail later.

Network Type | Max Nodes Max Distance
Per Segment | Per Segment
10BASE-T 2 100im
10BASE2 30 185m
10BASES 100 500m
10BASE-FL 2 - 2000m
ADDING SPEED

While repeaters allow LANs to extend beyond nor-
mal distance limitations, they still limit the number
of nodes that can be supported. Bridges and switches,
however, allow LANSs to grow significantly larger by vir-
tue of their-ability to support full Ethernet segments
on each port. Additionally, bridges and switches selec-
tively filter network traffic to only those packets needed
on each segment - this sigrificantly increases through-
put on each segment and on the overall network. By
providing better performance and more flexibility for
network topologies, bridges and switches will continue
to gain popularity among network managers.
BRIDGES

The function of a bridge is to connect separate
networks together. Bridges connect different networks
types (such as Ethernet and Fast Ethernet) or net-
works of the same type. Bridges map the Ethernet ad-
dresses of the nodes residing on each network segment
and allow only necessary traffic to pass through the
bridge. When a packet is received by the bridge, the
bridge determines the destination and source segments,
If the segments are the same, the packet is dropped
(“filtered"); if the segments are different, then the packet
is “forwarded” to the correct segment. Additionally.
bridges do not forward bad or misaligned packets.

Bridges are also called “store-and-forward” devices
because they look at the whole Ethernet packet before
making filtering or forwarding decisions. Filtering pack-
ets, and regenerating forwarded packets enable bridg-
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» mg technology to split a network into separate colli-

‘ ‘es and
son domains. This aliows for greater distances
~wre repeaters to be used in the total network design.

FTHERNET SWITCHES

Ethernet switches are an expansion of the concept
:n Ethernet bridging. LAN switches can link four, six, ten
r more networks together, and have two basic architec-
tures: cut-through and store-and-forward. In the past,
cui-through switches were faster because they examined
the packet destination address only before forwarding it
or: Lo its destination segment. A store-and-forward switch,
on the other hand, accepts and analyzes the entire packet
before forwarding it to its destination.

It takes more Hme to examine the entire packet,
but it allows the switch to catch certain packet errors
and keep them from propagating through the network.
Both cut-through and store-and-forward switches sepa-
rate a network into collision domains, allowing net-
work design rules to be extended. Each of the segments
attached to an Ethernet switch has a full 10 Mbps of
bandwidih shared by fewer users, which results in bet-
ter performance (as opposed to hubs that only allow
bandwidth sharing from a single Ethernet). Newer
switches today offer high-speed links, FDDI, Fast
Ethernet or ATM. These are used to link switches to-
gether or give added bandwidth ko high-traffic servers.
* network composed of a number of switches linked
tngether via uplinks is lermed a “collapsed backbone”
network.

ROUTERS

Routers hlier out network traffic by specific proto-
col ruther than by packet address. Routers also divide
neiworks logically instead of physically. An IP router
can divide a network into various subnets so that only
traffic destined for particular IP addresses can pass
between segments. Network speed often decreases due
lo this type of intelligent forwarding. Such filtering
takes rnore time than-that exercised in a switch or
bridae, which only looks at the Ethernet address. How-
~ver. mn more complex networks, overall efficiency is
riproved by using routers. :

WHAT IS A NETWORK FIREWALL?

A firewall is a system or group of systems that en-
forees an access control policy between two networks.
The actual means by which this is accomplished var-
izs widely, but in principle, the firewall can be thought
of as @ pair of mechanisms: one which exists to block
traffic, and the other which exists to permit traffic,
Some firewalls place a greater emphasis on blocking

anly the most important thing to recognize about a
firewall is that it implements an access coritrol policy.
if yous don't have a good idea of what kivid of access
you want to allow or to deny, a firewall really won't
h=lp you. It's also important to recognize that the
firewall's configuration, because it is a mecharitsm for
enicremg policy, imposes its policy on everything be:
hund it, Admintstrators for firewalls managing the con-

rieciivity for a large number of hosts the ‘
hea . ~sponsibility. refore have a

1-affic while others emphasize permitting traffic. Prob-
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NETWORK DESIGN CRITERIA
Ethernets and Fast Ethernets have.design ruleg
that must be followed ir order to function correctly

Maximum number of nodes, number of repeaters angq

) segment distances are defined by the elec.
:?'ii}:]rg‘rinrinmeghanical design prop_erties of each type of
Ethernet and Fast Ethernet media.

A network using repeaters. for instance, fupctions
with the timing constraints of Ethernet. Although elee.
trical signals on the Ethernet med_l_a tr?vel 111'1‘an the
speed of light, it still takes a finite time for the signg)
to travel from one end of a large Ethernet to another,
The Ethernet standard assumes it will take roughly 59
microseconds for a signal to reach its destination.

Ethernet is subject to the “5-4-3" rule of repeater
placement: the network can only have five segments
connected: it can only use four repeaters; and of the
five segments, only three can have users att_ached to
them: the other two must be inter-repeater links.

If the design of the network violates thpse repeater
and placement rules, then timing guidelines will not
be met and the sending station will resend that packet.
This can lead to lost packets and excessive resent pack-
ets, which can slow network performance and create
trouble for applications. Fast Ethernet has modified
repeater rules, since the minimum packet size takes
less time to transmit than regular Ethernet. The length
of the network links allows for a fewer number of re-
peaters. In Fast Ethernet networks, there are two
classes of repeaters. Class I repeaters have a latency of
0.7 microseconds or less and are limited to one re-
peater per network. Class I1 repeaters have a latency of
(.46 microseconds or less and are limited to two re-
peaters per network. The following are the distance
(diameter) characteristics for these types of Fast
Ethernet repeater combinations :

' Fast Ethernet - Copper Fiber
No Repeaters 100m 412M*
One Class I Repeater 200m 272m
One Class II Repeater 200m 272m
Two Class II Repeaters 205m 228m

* Full Duplex Mode 2 km

When conditions require greater distances or an
Increase in the number of nodes/repeaters, then 8
bridge, router or switch can be used to connect muk-
tlplg networks together, These devices join two or more
separate networks, allowing network design criteria to
be restored. Switches allow network designers to build
large networks that function well. The reduction I
costs of bridges and switches reduces the tmpact ©
repeater rules on network design.

Each network connected via one of these devices
Is referred to as a separate collision domain in the
overall network.

SERVER
Server is a computer or device on a network that :

manages network resources. As the name implies, a servef
serves Information to computers that connect to it. Wik®

—
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ysers connect to a server, they can —
and other information fro; €y can access programs, files,

are Web servers, mail servers, and LAN servers. A single

mmputqr can have several different server programs run-

ning on it. There are many different types of servers. For

example: File server, Print server, Database server
TYPES OF SERVERS

Pevice Servers : A device serv

cia:szed, neizarcl)rk-based hardware
erform a single or specialized set of server:

is characterized by a minimal operating ar?:lfl-uﬁtleft:uﬁ;n;;a{ftz
requires no per seat network operating system license
and client access that is independent of any operatiné,
system or proprietary protocol. In addition the devica
server is a “closed box," delivering extreme ease of in-
stallation, minimal maintenance, and can be managed
by the client remotely via a Web browser.

Print servers, terminal servers, remote access serv-
ers and network time servers are examples of device
servers which are specialized for particular functions.
Each of these types of servers has unique configura-
tion attributes in hardware or software that help them
to perform best in their particular arena.

Print Servers : Print servers allow printers to be
shared by other users on the network. Supporting ei-
ther parallel and/or serial interfaces, a print server
accepts print jobs from any person on the network using
supported protocols and manages those jobs on each
apprepriate printer.

Print servers generally do not contain a large

famount of memory; printers simply store information

in a queue. When the desired printer becomes avail-
able, they allow the host to transmit the data to the
appropriate printer port on the server. The print server
can then simply queue and print each job in the order
in which print requests are received, regardless of pro-
tocol used or the size of the job.

Multiport Device Servers : Devices that are at-
tached to a network through a multiport device server
can be shared between terminals and hosts at both the

local site and throughout the network. A single termi- -

nal may be connected to several hosts at the same lime
(in multiple concurrent sessions), and can switch be-
tween them. Multiport device servers arc also used to
network devices that have only serial outputs. A con-
nection between serial ports on different servers is
opened, allowing data to move between the two devices.

Given its natural translation ability, a multi-pro-

tocol multiport device server can perform conversions '

between the protocols it knows, like LAT and TCP/IP.
While server bandwidth is not adequate for large file
transfers, it can easily handle host-to-host inquiry/
response applications, electronic mailbox checking, etc.
And it is far more economical than the alternatives of
acquiring expensive host software and special-purpose
converters. Multiport device and print servers give their
users greater flexibility in configuring and managing
their networks.

‘Whether it is moving printers and other peripher-
als frorn one network to another, expanding the di-

m the server. Common servers |

erisdefined as a spe-
device designed to |
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mensiéns of interoperability or preparing for growti:
multiport device servers can fulﬁﬁ ygur negeds; a%l wilk:-
out major rewiring, ‘

Access Servers : While Ethemnet is lirnited (o .
geographic aréa, remote users such as traveling aales
people need access to network-based resources. F'{’erriote
IM access, or remote access, Is a popular way to pre-
vide this connectivity. Access servers use telephone
services to link a user or office with an office network.
Dial-up remote access solutions such as ISDN or asyn
chronous dial introduce more flexibility. Dial-up r+
mote access offers both the remote office and the re
mote user the economy and flexibility of “pay as you
go” telephone services. ISDN is a special telephone ser-
vice that offers three channels, two 64 Kbps “B" chan-
nels for user data and a “D” channel for setting up the
connection. With ISDN, the B channels can be com-
bined for double bandwidth or separated for different
applications or users, With asynchronous remote ac-
cess, regular telephone lines are combined with mo-
dems and remote access servers Lo allow users wni
networks to dial anywhere in the world and have da '
access. Remote access servers provide connection
points for both dial-in and dial-out applications on
the network to which they are attached. These hybrid
devices route and filter protocols and offer other ser-
vices such as rnodem pooling and terminal/printer ser-
vices. For the remote PC user, one can connect from
any available telephone jack (RJ45), including those
in a hotel rooms or on most airplanes.

Network Time Servers : A network time server 1s
a server specialized in the handling of timing informa-
tion from sources such as satellites or radio broad-
casts and is capable of providing this timing data to
its attached network. Specialized protocols such as NTP
or udp/time allow a time server to communicale (o
other network nodes ensuring that activities Li:al must
be coordinated according to their time of execution
are synchronized correctly. GPS satellites are one
source of information that can allow global instalia-
tions to achieve constant timing.

Proxy.server : In computer networks, a pross
server Is a server {a computer system or an apw g
tion) that acts as an intermediary for requests :row
clients seeking resources from other servers. A client
connects to the proxy server, requesting some service.
such as a file, connection, web page, or other resource.
available from a different server. The proxy server evalu-
ates the request according to its filtering rules. For
example, it may filter traffic by IP address or prei -
If the request is validated by the filler. the proay pro
vides the resource by connecting to the relevant senva
and requesting the service on behalfl of the client.

Computer Bus : While the wheels on the bus may

o "round and round," data on a computer's bus goes

| up and down. Each bus inside a computer Consi=.s of

set of wires that allow data to be passed baF:k ni '!.u'l: 1
Most computers have several buses that i1 an g
to different parts of the machine. Eaclll s .
tain size, measured in bits {such as 3.: B

that determines how much data can trave " -
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“bu & time. Buses also have a certain speed, mea-
ggfé?it ?1? ix&gg:hertz. which determines how fast the
avel. .

qamlga:dt;msaing : An IP (Internet Protocol) address
is a unique identifier for a node or host connection on
an IP network. An IP address is a 32 bit binary num-
ber usually represented as 4 decimal values, each
representing 8 bits, in the range 0 to 265 ﬂmown
as octets) separated by decimal points. This is known
as “dotted decimal” notation.

Example : 140.179.,220.200

It is sometimes useful to view the values in their
binary form.

140.179.220.200

10001100.10110011.11011100.11001000

Every IP address consists of two parts, one identi-
fying the network and one identifying the node. The

Class of the address and the subnet mask determine |

which part belongs to the network address and which
part belongs to the node address.

Address Classes : There are 5 different address
classes. You can determine which class any IP address
is in by examining the first 4 bits of the IP address.

Class A addresses begin with Oxxx, or 1 to 126
decimal.

Class B addresses begin with 10xx, or 128 to 191
decimal.

Class C addresses begin with 110x, or 182 to 223
decimal. ‘ : Yo

Class D addresses begin with 1110, or 224 to 239
decimal. & -

Class E addresses begin-dgft 1111, or 240 to 254
decimal. ' -

Addresses beginning with 01111111, or 127 deci-
mal, are reserved for loopback and for internal testing
on a local machine. [You can test this: you should
always be able to ping 127.0.0.1, which points to your-
self] Class D addresses are reserved for multicasting,
Class E addresses are reserved for future use. They
should not be used for host addresses.

Now we can see how the Class determines, by de-
fault, which part of the IP address belongs to the net-
work (N) and which part belongs to the no?e (m).

Class A— NNNNNNNN.annnnran.narannn.nannnan
Class B — NNNNNNNN.NNNNNNNN.nnnnnnan.annnnnnn
Class C — NNNNNNNN.NNNNNNNN.NNNNNNNN.nnnnnnnn

In the example, 140.179.220.200 is a Class B ad-

dress so by default the Network part of the address

(also known as the Network Address) is defined by the
first two octets (140.179.x.x) and the node part is de- |

fined by the last 2 octets (x.x.220.200).
In order to specify the network address for a given
IP address, the node section Is set to all “0"s. In our
example, 140.179.0.0 specifies the network address for
140.179.220.200. When the node section is set to all
“1"s, it specifies a broadcast that is sent to all hosts
. onthenetwork. 140,179.255.255 specifies the example
« . broadcast address. Note that this is true regardless of

- the length of the node section, :

Private Subnets : There are three IP network agd-
dresses reserved for private networks. The addresses
are 10.0.0.0/8, 172.16,0.0/12, and 192.168.0.0/18,

They can be used by anyone setting up intermal IPnet- -

works, such as a lab or home LAN behind a NAT or
Proxy server or a router. It is always safg to use thege
because routers on the Iniernet will never forward pack-
ets coming from these addresses

Subnetting an IP Network can be done for a varj-
ety of reasons, including organization, use of different

| physical media (such as Ethernet, FDDI, WAN, ete.),

preservation of address space, and security. The most
common reason is to control network traffic. In an
Ethernet network, all nodes on a segment see all the
packets transmitted by all the other nodes on that seg-
ment. Performance can be adversely affected under

‘heavy traffic loads, due to collisions and the resulting

retransmissions. A router is used to connect IP net-
works to minimize the amount of traffic each segment

must receive.

Subnet Masking : Applying a subnet mask to an
IP address allows you to identify the network and node
parts of the address. The network bits are represented
by the 1s in the mask, and the node bits are repre-
sented by the 0s. Performing a bitwise logical AND op-
eration between the IP address and the subnet mask
results in the Network Address or Number.

For example, using our test IP address and the
default Class B subnet mask, we get :

10001100.10110011.11110000.11001000 140.179.240.200 Class B IP
Addrass

11111111.11111111,00000000.00000000 255.255.000.000 Detfauit Class B
Subnet Mask

10001100.10110011.00006006.0000000¢ 140.179.000.000 Network
Addrass

Default subnet masks:

Class A -

255.0.0.0 - 11111111.00000000.00000000.00000000

Class B - 255.255.0.0 - 11111111.11111111.00000000.00000000

Class C - 255,255.255.0 - TTHIH1.31111141.1111111.00000000

CIDR — Classless InterDomain Routing.

CIDR was invented several years ago to keep the
internet from running out of IP addresses. The “classful”
system of allocating IP addresses can be very wasteful;
anyone who could reasonably show a need for more
that 254 host addresses was given a Class B address
block 0f 65533 host addresses. Even more wasteful were
companies and organizations that were allocated Class
A address blocks, which contain over 16 Million host
addresses! Only a tiny percentage of the allocated Class
A and Class B address space has ever been actually
assigned to a host computer on the Internet. .

People realized that addresses could be conserved
If the class system was eliminated. By accurately allo-
cating only the amount of address space that was ac-
tually needed, the address space crisis could be avoided
for many years. This was first proposed in 1992 as 3
schx?rﬁe called Supernetting,

e use of a CIDR notated addres he same a8

{)o; \gﬂ (;:zzsli;;ﬂc?gdl{ess; tClassful addrss;se;hnfa?::;’i@
L in CIDR notatio 58 A = /8 S ¥

16, and Claos O n(Class A = /8, Class B = :
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47 tis currently almost impossible for an individ
3¢ company to be allocated their own IP address blcclg
4 you will simply be told to get them from your ISP, The
- reason for this is the ever-growing size of the internet
| routing table. Just 5 years ago, there were less than
- 5000 network routes in the entire Internet. Today, there
| are over 90,000. Using CIDR, the biggest ISPs are allo-
| cated large chunks of address space (usually with a
. subnet mask of /18 or even smaller); the ISP's cus-
~ tomers (often other, smaller ISPs) are then allocated
networks from the big ISP's paol. That way, all the big
 1SP's customers (and their customers, and so on) are
- accessible via 1 network route on the Internet.
It 1s expected that CIDR will kee e In ! -
 plly 131 IP Iagvdresses for the next o s omernct hap
After that, IPv6, with 128 bit addresses, will be needed
Under IPv6, even sloppy address allocation would co(:g:
- fortably allow a billion unique IP addresses for every
on on earth

EXAMINING YOUR NETWORK WITH COMMANDS
PING is used to check for a response from another
~computer on the network. It can tell you a great deal
- of information about the status of the network and
| the computers you are communicating with.
Ping returns different responses depending on the
- computer in question. The responses are similar de-
pending on the options used.

Ping uses IP to request a response from the host.
It does not use TCP

It takes its name from a submarine sonar search -
you send a short sound burst and listen for an echo -
a ping - coming back.

In an IP network, ‘ping’ sends a short data burst -
a single packet - and listens for a single packet in re-
ply. Since this tests the most basic function of an IP
network (delivery of single packet), it's easy to see how
you can learn a lot from some ‘pings’.

To stop ping, type control-c. This terminates the
program and prints out a nice summary of the number
of packets transmitted, the number received, and the
percentage of packets lost, plus the minimum, aver-
age, and maximum round-trip times of the packets.

Sample ping session

PING localhost (127.0.0.1): 56 data !:iytes .

64 bytes from 127.0.0.1: icmp__seq=0 =255 t!me=2 ms

64 bytes from 127.0.0.1: icmp_seq=1 ti=255 t]me=2 ms

64 bytes from 127.0.0.1: icmp_seq=2 =255 t{me=2 ms

64 bytes from 127.0.0.1: icmp_seq=3i=255 tfme=2 ms

64 bytes from 127.0.0.1: icmp_seq=4 tl=255 t}ma=2 ms

64 bytes from 127.0.0.1: icmp_seq=5 ttl=255 l[me=2 ms

64 bytes from 127.0.0.1: iemp_seq=6t1=255 time=2ms

64 bytes from 127.0.0.1: icmp_seq=7 tl=255 t[me=2 ms

64 bytes from 127.0.0.1: icmp_seq=8 tl=255 time=2ms

84 bytes from 127.0.0.1: icmp_seq=9 ttl=255 ime=2ms

localhost ping statistics
1~ 10 packets transmitted, 10 packets received, 0%
Packet loss
" . round-trip min/avg/max
1 ;. =2/2/2 msmeikro$

few years at least, |
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The Time To Live (TTL) fleld can be interes
The main purpose of this is so that & packet doga?'t
live forever on the network and will eventually die when
it is deemed “lost.” But for us, it provides additional
information. We can use the TTL to determine approxi-
mately how many router hops the packet has gone
through, In this case it's 255 minus N hops, where N
is the TTL of the returning Echo Replies. If the TTL
fleld varies in successive pings, it could indicate that
the successive reply packets are going via different
routes, which isn't a great thing,

The time field is an indication of the round-trip
time to get a packet to the remote host. The reply is
measured in milliseconds. In general, it's best if round-
trip times are under 200 milliseconds. The time it takes
a packet to reach its destination is called latency. If
you see a large variance in the round-trip times (which
is called “jitter"}, you are going to see poor performance
tatking to the host )

NSLOOKUP

NSLOOKUP is an application that facilitates look-
ing up hostnames on the network. It can reveal the IP
address of a host or, using the IP address, return the
host name.

It is very important when troubleshooting prob-
lems on a network that you can verify the components
of the networking process. Nslookup allows this by re-
vealing details within the infrastructure.

NETSTAT -

NETSTAT is used to look up the various active con-
nections within a computer. It is helpful to understand
what computers or networks you are connected to. This
allows you to further investigate problems. One host
may be responding well but another may be less re-
sponsive. '

IPconfig : This is a Microsoft windows NT, 2000
command. It is very useful in determining what could
be wrong with a network.

This:command when used with the /all switch,
reveal enormous amounts of troubleshooting informa-
tion within the system.

Windows 2000 IP Configuration

HostName ............ : cowder

Primary DNS Suffix . ......:

Node Type....... ... ..t Broadcast

IP Routing Enabled. .......: No

WINS Proxy Enabled. ....... : No

WINS Proxy Enabled. ... .... : No

Connection-specific DNS Suffix . :

Description . . ... ... ...

WAN (PPP/SLIP} Interface

Physical Address. . .......:

~ DHCP Enabled. .. ..

IPAddress. . ccovaenenad

SubnetMask......cvo00

Default Gateway . . . v+« o0

DNS Servers « «« -« onseeet

204.127.128.2
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1. A physical connection between
the microprocessor memory and
other parts of the microcom-
puter is known as
(1) Path

/[zi-ﬁddrﬁs bus
(3) Route

(4) All of the above
{5) None of these
2. Smaller and less expensive PC-
based servers are replacing
in many busi-
nesses,
(1) supercomputers
{2) clients
,’_glvhptops
(4) mainframes
(5) None of these
8,DSL is an example of a(n)
—. connection,
(1) network  (2) wireless
(@) slow _#fbroadband
(5} None of these
4, A term used to describe inter-
connected computer configu-
ration 1is
_A¥Multiprogramming
(2) Modulation
{3) Multiprocessing
(4) Micro program sequence
(5) Nene of these
5. What is required when more
than one person uses a cen-
tral computer at the same
tme? '
(1) Light pen
(2) Mouse
(3) Digitizer
erminal
(3) None of these
8. Multi user systems provided
cost savings for small busi-
ness because they use a single
processing unit to link several
(1) Personal computers
(2} Workstations
(3) Dumb terminals
{4 Mainframes
- {B) None of these

“10. A

7. Adumb terminal has

(1) An embedded microproces- |

sor
{2) Extensive memory
(3) Independent processing
K keyboard and screen
(5) None of these '

8. The hardware device that acts
as both a switching and con-
necting unit is called an
{1) RS-232 C Port

(2) Concentrator
Multiplexer
(4) Communication processor
(5) None of these
9. A device that connects to a

network without the use of ca-

bles is said to be—

{1) distributed
{2 wireless

(3) centralized

(4) open source

{B) None of these

Bank of Baroda Clerk

Exam, 30.11.2008

is a collection of com-

puters and device connected
together.

(1) protocol
{2) memory card
etwork
(4) central processing unit
(5) None of these
Allahabad Bank Clerk
Exam, 31.08.2008
11. Multiplexing involves__
path and ____ channel,
%me, one
one, multiple
(3) mulijple, one
(4) multiple, multiple
(5) None of these
Whlch one amongst them is
not an inter network ?
{1) MAN
(2) WAN
JerlAN
(4) All are intermet works
(5) None of these

Kiran's Computcr Literacy and Knowledge

13. A proxy server is used for
which of the following ?
(1) To provide security against
unauthorized users
(2) To process client requests
for Web pages
(3) To process client requests
for database access
(4) To provide TCP/IP
(5) None of these
SBI PO TierI Exam, 27.07.2008
14. The ability to easily add addi-
tional users means that a net-
work is
(1) scalable
(2) dedicated
(3) decentralized
(4) secure
(5) None of these
SBI PO Tier-I Exam, 27.07.2008
15. If you wish to extend the
length of the network without
having the signal degrade, you
would use a
(1) repeater
(3) gateway
(4) switch
(5) None of these
SBI PO TierI Exam, 27.07.2008
16. Aln) ____ is a private corpo-
rate network, used exclusive-
ly by company employees.
(1) Internet
(2) local area network
(3) peer-to-peer
(4) intranet
(5) None of these
SBI PO TierI Exam, 27.07.2008
17. A characteristic of a file serv-
€r Is which of the following ?
(1)Manages file operations
and is shared on a network ]
(2)Manages file operations ;
and is limited to one PC
(3)Acts as a fat client and i§
shared on a network
(4) Acts as a fat client and i
limited to one PC
(5} None of thg:sc

SBI PO Tier! Exam, 37.01?.3095

(2) router
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“18: Which of the following terms
- is just the connection of net-
works that can be joined to-
gether?
(1) Virtual private network
ternet
(3} Intranet
(4) Extranet
(5) Nene of these
SBI Clerk Exam, First
Sitting, 13.07.2007
19. Servers are computers that
provide resources to the oth-
er computers connected to a
Metwork
(2) Mainframe
(3) Super computer
(4) Client
(5) None of these
_.‘ SBI Clerk Exam, First
] Sitting, 13.07.2007
: 20. The most important or power-
ful computer in a typlcal net-
work is
(1) desktop
(2) network client
_{3mietwork server
~ (4) network station
(5) None of these
SBI Clerk Exam, 06.07.2008
. 21. A set of rules that computer
: on a network use to commu-
nicate with each other are
called
(1) Rules
{2) Regulations
~BrProtocol
{4) Netiquettes
(5) None of these
SBI Clerk Exam, 10.02‘.2008
22, Which of the following refers
to a small, single-site net-

work?

(2) DSL
(3) RAM (4) USB
.(B) CPU

_ SBI Clerk Exam, 06.01.2008
23, Computer connected to a LAN
{Local Area Network) can

{1} run faster

D g

(2) go on line
ﬁ@ﬁﬁé‘; information and/or

share peripheral equip- |

ment
{4) E-mail
{5) None of these

24. The sharing of a medium and
its path by 2 or more devices
s called ___ .
(1) Modulation
(2) Encoxing
(3) Line discipline
_Adtaltiplexing
(5) None of these
SBI Clerk Exam, 25.11.2007

25. Which multiplexing technique
transmits analog signals ?

=T FDM

(2) Synchronous TDM
(3) Asynchronous TDM
{4) Both (2) and (3)
(5} None of these

SBI Clerk Exam, 25.11.2007

26. Network components are con-

nected to the same cable in
the— topology.
(1) star (2) ring
5

{4) mesh
(5) mixed

SEI Clerk Exam, 19.08.2007 |

27. Two or more computers con-
nected to each other for shar-
ing information form a —

ﬁ;ﬁﬁ’ﬁetwork
(2) router
(3) server
(4) tunmnel
{5) pipeline
SBI Clerk Exam, 19.08.2007

28. Office LANs that are spread |

geographically apart on a large
scale can be connected using
a corporate —
(1) CAN 2),
{3) DAN 4) WAN
(5) TAN

SBI Clerk Exam, 19.08.2007

29, For separating channels in |

FDM, it is necessary to use

Kiran's Computer Literacy and Knowledge
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{1) Time slots
_2Bndpass filters

(3) Differentiation
(4) All of the abave
{5) None of these

| 30, Encryption and decrypti
SBI Clerk Exam, 06.07.2008 | cryption are

functions of
(1} Transport layer
_A2FSEssion layer
’(3] Presentation layer
(4) All of the above
(5) Nonie of these
31. Which type of switching uses

the entire capacily ol a dedi-

cated link ?

(1) Circuit switching

(2) Virtual Circuit Packet

Switching

/.[aj‘Datagram Packet Switch-
-~ ing

{(4) Message Switching

(5) None of these

32. A permanent virtual circuit
involves

'_Monncction establishment
(2) Data transfer
(3) Connection release
(4) All of the above
(5) None of these

~ 88. X.21 protocol consists of

{1) Physical and frame levels
{2) Frame and packet levels

(3) Physical, frame and pack-
et levels

_-#4T0nly physical level
(D)} None of these
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~ =[EXPLANATIONS B=

3. {4) DSL is a technologies that

provides digital data transmis-

ston over the wires of a local
telephone network. DSL origl-
nally stood for digital sub-

15.

work in a graceful manner or

its ability to be enl.argcd toac- |

commodate that growth.

{4) network switch or switching
hub is a computer networking
device that connects network
segments. While a repeater is
an electronic device that re-

scriber loop. ) :
B.(4) A comguter terminal is an ceives a signal and retransmits
’ electronic hardware device or a it at a higher level and/or

computer that is used for en-
tering data into, and display-
ing data from, a computer or
a computing system.

13. (2} a proxy server is a server {a
computer system or an appli-
cation) that acts as an inter-
mediary for requests from cli-
ents seeking resources from
other servers. A client connects
to the proxy server, requesting
some service, such as a file,
connection, web page, or other
resource, avallable from a dif-
ferent server.

14. (1) scalability is the ability of
a system, network, or process,
to handle growing amounts of

17.

18.

higher power, or onto the other

side of an obstruction, so that !

the signal can cover longer dis-
tances.

(1) a file server is a computer
attached to a network that has
the primary purpose of provid-
ing a location for shared disk

access, i.e. shared stm'agé of |
computer files (such as docu- |

ments, sound files, photo-

graphs, movies, images, data- |

bases, ete.) that can be ac-
cessed by the workstations that
are attached to the computer
network.

(2} The Internet is a global sys-
tem of interconnected computer

networks to serve billions of

users worldwide. It is a net-.
work of networks that consists
of millions of private, publie,
academic, business, and gov-
ernment networks.

24, (4) computer networks, mult-
plexing (also known as
muxing) is a method by which
multiple analog message sig-
nals or digital data streams are
combined into one signal over
a shared medium. The aim is
to share an expensive resource,

25. (1) Frequency-division multi-
plexing (FDM} is inherently an
analog technology. FDM
achieves the combining of sev-
eral digital signals into one
medium by sending signals in
several distinct frequency
ranges over that medium.

29. (2) A band-pass filter is a de-

outside that range.
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HAVE YOU EVER TRIED TO KNOW HOW WE ARE | |
DETERMINERS OF OUR SUCCESS OR FAILURE ?
| Many factors can be made responsible for failure,

| but for success the only factor is : :
Preparation for exams with standard books and |
magazines, following the right path. ‘
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Many factors can be made responsible for failure,
but for success the only factor is ;

Prepan:ation for exams with standard books and
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